WIMS USER’S GUIDE CHAPTER 3

Chapter3 | GETTING STARTED

This chapter gives you the information you will need to establish your first WIMS
session
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Access To WIMS WEB

WIMS is an Internet/web based application.

To access WIMS, use the Internet
URL: http://fam.nwcg.gov/fam-web/

This URL is for the National Fire and Aviation Management
Web Applications page. This web site brings together a variety
of applications, tools, and services related to interagency fire
and aviation management that are managed by the National
Wildfire Coordinating Group (NWCG) and participating
agencies. The website provides detailed information, data
access, and application entry points for system users,
interagency partners, providers, and the public.

FAMWEB WEB APPLICATIONS MENU

Select WIMS from the applications menu. WIMS will open
with an “Authorization Required” window. Enter your
Username and Password and select OK. With a correct
Username and Password pair will access the WIMS Main Menu
screen

The following URL is the direct link to the WIMS Main Menu:
http://fam.nwcg.gov/fam-web/wims/jsp/default.htm

BROWSER REQUIREMENTS

Java enabled - Java is a popular programming language for the
Web. A single Java program can run on many different kinds
of computers, thus avoiding the need for programmers to
create a separate version of a program for each kind of
computer.

Java programs are downloaded automatically to your
computer when you use them, and don't usually require
special installation.

Any setting other than Disable Java should allow you to run
WIMS web.

To access SIT /209

use the "Log On" link below
} SIT Report
b 209

FEPHIS

KCFAST

"W]]"‘IS-*_

CHMMS

Fire and Weather Data

FTP2 Site

GACC Web Pages
PocketCards

FAMWEB Logon Request Form

Log On
(AWSR, AMIS, ARS,
FIRESTAT)

Thies =ie i= rasnbaimed by:

Inbernet: fire elp@is fed us
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JAVA SETTING LOCATIONS

NOTE: Access to these setting may require
Administrator Privileges

INTERNET EXPLORER

Click the Tools button, and then click Internet
Options.

Click the Advanced tab.

If Java is installed, there will be a Java section
in the Settings list. To enable Java, select the
option under Java.

Click OK.

Older versions of IE will have settings in
another location.

Tools/Options/Security/Custom Settings

The Security Settings dialog box will display. Scroll
through the listed security options to Microsoft VM

and make sure that the option Disable Java is not

selected.

| General I Security I Privacy I Content | Connections | Programs | Advanced |_

Settings

[=] International®
[ Always show encoded addresses
Send IDM server names
[] send IDM server names for Intranet addresses
Send UTF-8 URLs
Show Information Bar for encoded addresses
Use UTF-3 for mailto links
| £ Java (Sun) < —
Use JRE 1.6.0 for <applet> (requires restart)
4y Multimedia
[ Always use ClearType for HTML*
Enable automatic image resizing
Flay animations in webpages*

[¥] Play sounds in webpages
1 |

|

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

‘You should only use this if your browser iz in an unusable state.

[ OK ] [ Cancel

Securily Sellings

Sefirgs

lg.-ftlmwhads
[ File downlosd
O Disable
@ Enable
[ Fort downdoad
O Dusable
@ Enable
O Prompt
\Z) Micrazoft V4
J Java permissons
QO Custom
O Duzsbie Javs i—
LOF High sslety]

4' i B RO T |

- Rt casticen sethirg: -

Blesotto: ||Medum

| __ Pgeet |

o

0k,

Cancel |
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Netscape Navigator

e Tools and then select Options.

Select the Content icon.

e Java and JavaScript should be checked.

E : il == Older versions of Netscape Navigator, may
00 SN G S I require that you choose Edit from the
i Tabs  Content Feeds Privacy Secunty Advanced |
| toolbar and Preferences from the drop
down menu.

[¥| Block pop-up windows

V| Load images automatically :_E!cermnﬂs..J

Tty e aRsoT From the Preferences dialog box that

(¥ Automatically resize images to fit screen

9] Enable JavaScript e [ Adgenced.. | appears click Advanced from the Category
] EnsbleJovs ol pane, make sure that Java and JavaScript

R are enabled.
Default font: | Calibri [x] sz= |15 [x] Advanced... |

| Colors... II

File Types
Configure how Navigator handles certain types of files [ Manage... |

[Lox ][ comeel | [ Hew |

FIREFOX - JavaScript settings for FireFox can be located on the main menu under Tools/Options.
Select the Content icon. Enable JavaScript and Enable Java should be checked.

 Ceten:
O ol = & & 3

Main Tabs Content Appli:at.i.ans Priva::,- Security Mva-nccd

[¥] Block pop-up windows l%o_(fﬂ J
7] Load images automatically |—E!'WP"°:_|
[#] Enable JavaScript -ifj— | Advanced...
(7] Enable Jave <ffe— -

Fents & Colors

Default font: | Calibi v | sue (16 +| [Advanced.. |

Languages

Choose your preferred language for displaying pages Chgose... |
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TEXT SIZE SETTINGS

The text size settings may need to be changed in the browser to properly display WIMS

content.

A good way to judge the text size is to have a WIMS form open with data displayed.

Largest may not allow for viewing of all the data and overlapping may occur.

Page: 1 2 3 Remote Automatic Weather Station Display DRAWS E Back to Menu
Station ID: 040811 or Date: o4-sEp-03 Start Time: (Eind] [Reset] [W
Station Obs Obs | O |Dry Wind | Temp RH% Hrly Fuel
oD Date HHLMM T Tmp| RH | Dir |Sp |Max Min |[Max Min [RGauge Prcp BVIt BPress Temp
= G4-Sep-l}8 13 49 - (R4 7 o e | 7 LAV ra > - T U u.uU ra.J = 3
040611 O |102 | 9 |318 |11 (102 |57 (34 | 7 0.0 0.0 13.6 113
= 04-Sep-08 12 149 R |98 |10 |334 |13 [101 |57 (34 | 7 0.0 0.0 13.6 110
040611 5 [96 11 [182 [16 [101 (57 [34 7 [ 0.0 0.0 [13.7 105

Medium for this display works well

Page:1 2 8l Remote Automatic Weather Station Display DRAWS B Back to Menu
Station ID: 040611 or Date: 04-SEP-08 Start Time: [Reset] [ PrintAl ] [E"Pm
Station Obs Obs | O | Dry Wind Temp RH% Hrly Fuel
QID Date HH|MM| T | Tmp | RH Dir |Sp | Max | Min | Max | Min RGauge Prcp BVIt BPress Temp
B 040611 04-Sep-08 (13 (49 |S |[102 | 9 | 323 |9 [102 | 57 | 34 7 0.0 0.0 13.5 114
B 0406711 04-Sep-08  [12 (49 |0 [102 | 9 |38 |11 [102 | 57 | 34 7 0.0 0.0 13.6 113
Smallest may be too small
Page:1 2 @ Remote Automatic Weather Station Display DRAWS [ Back to Menu
Station ID: 040611 o [SIG Date: 04-SEP-08 Start Time: [Reset | [ Primal | [Expon |
Station 0Obs [obs [0 [ ory [ wina [ Temp [ mH% Hrly Fuel
olD Date W’m T | Tmp RH | Dir |Sp | Max ‘ Min | Max ‘ Min | RGauge Prcp BVIt BPress Temp
040611 04-5ep-08 13 |49 S 102 9 323 9 102 57 34 7 0.0 0.0 13.5 114
B 040611 4-5ep-08 12 [49 [0 [ w2 | 9 38 |11 | 102 | &7 | 34 7 0.0 0.0 13.6 113
INTERNET EXPLORER
File Edit Favorites  Tools  Help
From the Menu Bar, Choose View, Text Size, ey Toolbars : W—]
. Status Bar
and then select the size that works for your I -
Quick Tabs Ctrl+Q
display_ Explorer Bar 3
Go To 3
NETSCAPE NAVIGATOR - Change text size on Stop Esc
. . . Refresh F5
select View/ Text Size. Options are Increase,
Text Size 3 Largest
Decrease or set to Normal. Biiie ol |
@  Medium
Source
Security Report ol
International Website Address Sl =
Web Page Privacy Policy...
Full Screen F11

FIREFOX text sizing is accomplished from
View/Zoom on the Main Menu. If Zoom Text Only is checked, Zoom In will increase the text
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size. The Font size can also be modified from Tools/Options.../Content on the Main Menu to

the Fonts and Colors section.

) WIMS-DRAWS - Mozilla Fi
History Bookmarks Tools Help

File Edit

Toolbars
Status Bar
Sidebar

Reload Ctrl+R

Page Style
Character Encoding

Page Source Ctrl+U
Eull Screen F11

| http://fam.nweg.gov/fam-web,

W WIMS Test 1.1.7 W DailyOutloc

Zoom Qut Ctrl+-

Reset Ctrl+0

VYl 7oom Text Only

[ wi

RH Dir

WIMS ACCESS LEVELS

WIMS has three access levels:

DATA MANAGER - access to all WIMS functions except entering and editing forecasts.

DATA ENTRY - access to some WIMS functions including entering and editing observations.

NATIONAL WEATHER SERVICE (NWS) - access to all major WIMS functions.

Based on work duties, users are assigned an access level that allows each to perform only
specific functions within WIMS. This WIMS User's Guide explains every menu and form
available for all three access levels. In some cases, you must have a specific access level or have
that station's ownership to see and use some WIMS menus and forms.

For a list of menu options and access levels, see Appendix A, “Menus, FastPaths, and access

levels.”
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FAMWEB (WIMS) LoGON ID
A FAMWEB Logon ID will provide access to WIMS and KCFast.

FAMWEB logon IDs are assigned by the F&AM Fire
Applications Helpdesk. The New User Account Application is
available on the FAMWEB web

site: http://fam.nwcg.gov/fam-web/
Select the New User Accounts link under FAMWEB in the site 'FAPJitE
menu or the WIMS form under the WIMS Link. Distribution
- . New User Accounts
The Logon Request Form (1) link under WIMS will open a b Administration 2
window that allows users to Open or Save the form AMIS
document. B
AWSR
FIRESTAT
COpening wims_logon_rel.leit.gec‘l_- - — |£|
You have chosen to open Tﬂ aCCess Slelﬂg'
IE_] wims_logon_request.doc usea ﬂ'l'E 'L{m' D"" Ii"k IJ-EII}W
which is & Microsoft Office Word 97 - 2003 Document ’ sIT RED-DI'II
from: http:/ffam.nwcg.gov P 209
‘What should Firefox do with this file? HCFAS‘I’
(=) Openwith | Microsoft Office Word (default) ¥ v WIMS
) Sove File Logon Request Form 1
Do this automatically for files like this from now on. mﬂg
Helpful Hints

Selecting the New User Accounts (2) link under FAMWEB opens the New User Accounts page
with a link to the FAMWEB Logon ID Request Form.

4

To request a new FAMWEE Logon ID for WIMS or KCFAST, save this form: FAMWEB Logon ID Request Form. Once completed, email or fax it back
to the Fire Applications Helpdesk (this information is provided on the form also) for processing. *** There has been a change for Forest Service
requests. Forest Service requests no longer need to go through their Regional Security Personnel - please send your reguests directly to the Fire
Applications Helpdesk.***

To request a new FAMWEB Logon ID for FIRESTAT, AWSR, AMIS, ARS, SIT or 209 follow the Application Account link and enter your user information
online. Once you have entered and saved the information, please contact yvour local Application Manager to activate your account.

Selecting this link will open a window that allows users to Open or Save the form document.

Email or fax the form to the Fire Applications Helpdesk for processing. Email address and fax
numbers are provided on the application form.

User Accounts are not to be shared; each person accessing the applications will use their own
Logon ID.

The WIMS logon ID is a combination of letters and numbers up to seven characters long and is
assigned by the Fire Helpdesk. The first 2 to 4 letters identify the user’s agency/group. The
remaining characters are numerical. Examples: FS####, FS##HH#H, WICAHHH, BIA###HH, FEMA###

-6-
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* FAMWERB

TechNotes

Distribution

New User Accounts
w Administration

AMIS
ARS
AWSR
FIRESTAT

Change Password 4——

WIMS PASSWORD

WIMS passwords are linked to a WIMS logon ID. Together,
these provide the first layer of security to reduce the
possibility of unauthorized access into the WIMS system.

To change an existing WIMS password

The link to change a FAMWEB password is located on the

is located under Administration menu item.

The FAMWEB Administration: Change Password window opens. The second link at the bottom

is for WIMS or KCFast.

password.

To change a password for FIRESTAT, SIT, 209, AWSR, AMIS, or AB follow the Change Password
link and enter your new password.

To change a password for WIMS or KCFAST follow the Change Password link and enter your new

Selecting the Change Password link opens a window where the user is required to enter a
current FAMWEB ID along with its current password. Select OK

The server fam.nwcg.gov at imsrp requires a username and
password.

Warning: This server is requesting that your username and
password be sentin an insecure manner {(basic authentication
without a secure connection).

User name: [ 54
Password:

[~ Remember my password

[ OK ] [ Cancel

FAMWEB home page at: http://fam.nwcg.gov/fam-web/ and


http://fam.nwcg.gov/fam-web/
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FAMWEB Password Changing Page

FAMWEB Password Changing Page

You may change your password at this point.
if you do not wish to change your password, press the CONTINUE button.

4 Submat FReset

When you return to any of the pages in the FAMWES application list,
you will need to logon with this new password.

1 Continue
Plaase enter your new password. Then re-enter your new password to confirm the change.
(minimum of 6 characters, maximum of 17 characters and has to start with a-2.)
New password: 2
Re-gnter new password: 3

CHANGE PASSWORD IN WIMS PROFILE

The FAMWeb Password can also be changed within WIMS.
The User Profile-PROFILE screen has a Set Password button in the upper left. (aSetBasaeni

Clicking on the button opens the “Set Oracle User

Password” window.
User must:
e enter Old Password

e enter a New Password

e plus enter a retype of the new password to

confirm the Password entry.

If the user does not wish to change passwords
at this time select the CONTINUE button (#1).

To change a password the user must enter the
password (#2) then re-enter (#3) the same
password.

To complete the change, select the Submit
button (#4).

A successful password screen will display.

Set Oracle User Password

User Id: F57733
Old Password:
Password:

Retype Password:

I Set‘ I ResetJ I Cancel ‘

Select the Set button to complete the password change

Selecting the Reset clears any field entries. Cancel will stop the process and close the Set

Oracle User Password window.

If you cannot remember your WIMS password or cannot log on, contact the F&AM Fire

Applications Helpdesk.

WIMS/KCFast Passwords must be changed every 60 days at a minimum. The Password must be
12 to 14 characters in length and contain characters from three of the following four

categories:

e English uppercase characters (A through 2)

e English lower-case characters (a through z)

e Base 10 digits (0 through 9)

e Non-alphabetic characters (for example,!,S,#,%)

-8-
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First and last characters must be alpha, no numbers or non-alphabetic characters.
The previous 24 passwords cannot be reused.
Password Changes - A user may change the password using the following limitations:
e Min Password Life: 1 day (can only be changed once in a day)
e Max Password Life: 60 days. (must be changed within 60 days)

Password Grace Limit - Describes the number of failed attempts that a user may have when
attempting to log into an application is 5.(FSM 6680). After 5 attempts the user will need to
wait 15 minutes and then try again.

Password Warning — Users shall be provided with a warning message when their password is
about to expire. The warning message shall be provided at a minimum of 5 days prior to
password expiration.

Password syntax — Passwords shall be reviewed by the system to assure no dictionary words are
used as a component of the password.

LOGGING ON TO WIMS

Enter the WIMS Web Application URL http://fam.nwcg.gov/fam-
web/ into your browser’s Address bar click Go. This opens the
FAMWEB Home page.

Select WIMS from the site menu. Rt
» Administration
. . . . p .
The WIMS link will open first with a “rules of behavior” window that A
must be acknowledged by selecting the OK button. AWSR
FIRESTAT
T page g e s oor o S )
B To access SIT/209
(] use the "Log On" link below
(= Thisisa United States Department of Agriculture computer system, which may be accessed and used only for official Government business (or as otherwise » SIT Report
permitted by regulation) by authorized personnel. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or administrative
action. Allinformation on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, » 209
including criminal investigation. Access or use of this computer system by any person, whether autherized or unauthorized, constitutes consent to these terms. KCFAST
» WIMS 4‘_

The user will then be prompted to type a valid WIMS logon ID and password in the appropriate
fields and click OK.

Connect o famnvcg gov SN If the login ID and password have been entered correctly and

f’?\ the system is available WIMS will load in your browser:
)

N . If during a WIMS session the user is inactive for 15 minutes
e server fam.nweg.gov at WIMS requires a username ar . . . . .
FESIT the session is terminated and a second log on will be required

Warning: This server is requesting that your username and .
password be sent in an insecure manner (basic authentication to COI’]tI nue.
without a secure connection).

User name: | 5]

Password:
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LOGGING OFF
S L o Be sure to exit the WIMS before closing the browser.
PN PR, © SR k. i A T . . A
% Data Entry & Manipulation DATA pata | To exit the WIMS Web Application System, select EXIT
1] WIMS Utilities UTIL Utk | from the WIMS main menu, or type EXIT in the FastPath
@ NWS Products NWSPROD NWSPROD
T Fire Management Web Sites FMWS FMWS menu.
Jfcrecn FESgpe ~ .- | Anexit by this method allows for a quick return to WIMS
T Exit WIMS Menu System EXIT EXIT ) i K
o SR S o s somes until the browser is closed. To Log back in select the Log
@ Initial Menu 0BS . .
g wms | backin to WIMS link.
P N RPN, - SR . i A T R

Ver. 117 FastPath EXT Go Weather Information Management System Show Navigation Tree

Exit Weather Information Management System

You have logged out of the WIMS Web Application System.

Click here to /

Log back in to WIMS

Help

LocAL ASSISTANCE

If possible the first point of contact for WIMS help should be a local expert. GACC Predictive
Services Units may have individuals with the knowledge to help. By starting the request
through the local contact, the local units are aware of the issues/questions and in many cases
the local contact can resolve the problem. Or the local contact can make the call to the
Helpdesk then word on a problem can be disseminated to the local units. This will decrease the
number of “repeat” calls to the HelpDesk.

F&AM Fire Applications Helpdesk
Phone: 1-800-253-5559, or 208-387-5290.

If customer support is unavailable, leave your name, phone number with area code, WIMS
logon ID, agency name, and a detailed message.

If your problem is an emergency follow the voice-mail instructions to page a fire duty officer.
Email: fire_help@fs.fed.us
Fax: 208-387-5292

-10-
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